AUS920010775US1 


-22- 


ABSTRACT OF THE DISCLOSURE 

METHOD AND SYSTEM FOR TRACING MISSING NETWORK DEVICES 
USING HARDWARE FINGERPRINTS 

When a piece of network equipment is determined to be stolen or missing, a 
hardware tracing tool mounted within the network detects the distinctive hardware 
fingerprints of the missing hardware within Internet traffic and extracts the device's IP 
address to trace the location of the missing equipment. As Internet messages or data 
packets cross through servers containing the tracing tool, the data packets are decompiled 
to retrieve unique identifier indicia (hardware fingerprints), such as a computer's MAC 
address, for example. The extracted fingerprints are then compared with fingerprints 
stored in a database of missing hardware using a hashing or mapping function, and the 
server system is alerted to a match. The IP address of the device transmitting the 
matching indicia is then extracted to determine the location of the missing or stolen 
network hardware. In this way, a method of tracing missing network hardware is 
provided that does not increase the cost of network equipment or unnecessarily effect 
network bandwidth. 
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